In this paper, we analyze the Authenticated routing for ad hoc networks (ARAN). Such protocol is classified as a secure reactive routing protocol, which is based on some type of queryreply dialog. Here, we criticize how an authenticated selfish node can disturb the network by dropping packets or by not cooperating in the routing functionality and propose a reputation-based scheme called Reputed-ARAN to detect and defend against selfish nodes.
INTRODUCTION
The Authenticated Routing for Ad Hoc Networks (ARAN) secure routing protocol [1] is seen as an on-demand routing protocol that detects and protects against malicious activities caused by other nodes and peers in the ad hoc environment. This protocol introduces authentication, message integrity and nonrepudiation as part of a minimal security policy for the ad hoc environment. Our evaluation of ARAN shows that an authenticated selfish node can disrupt the network by promising to cooperate in the routing functionality and then does not participate at all. This results in wasting the mobile ad hoc network bandwidth. This paper is organized as follows: Section 2 discusses the problem that an authenticated selfish node can infer to this protocol performance. Section 3 presents our solution, Reputed-ARAN, to this problem. Finally, section 4 offers concluding remarks and future work.
ARAN AND SELFISH NODE PROBLEM
Erratic behavior can come from a malicious node, which will be defended against successfully by existing ARAN protocol, and can also come from an authenticated node. The currently existing ARAN secure routing protocol does not account for attacks that are conducted by authenticated selfish nodes as these nodes trust each other to cooperate in providing network functionalities. Thus, if an authenticated selfish node does not forward or intentionally drop control or data packets, this will result in the disturbance of the ad hoc network and the waste of the network bandwidth
THE PROPOSED REPUTATION BASED SCHEME
In this section, we are proposing a simple reputation -based scheme to mitigate misbehavior and enforce cooperation in MANETs using ARAN protocol. We call this newly designed system: Reputed-ARAN. Different from global reputation based schemes like Confidant and Core, discussed in [2] and [3] , our solution uses local reputation only. Each node keeps only the reputation values of all its one-hop neighbors. Our work is partially following the same methodology that Prashant, Partha and Amiya used in their paper about reputation systems for AODV [4] .
Main idea of the Reputation System
In the below table, the default Reputed-ARAN parameters are listed. The proposed protocol will be structured into four main phases, which are explained in the subsequent subsections.
Route Lookup Phase
This phase mainly incorporates the authenticated route discovery and route setup phases of the ARAN secure routing protocol. In this phase, if a source node S has packets for the destination node D, the source node broadcasts a route discovery packet (RDP) for a route from node S to node D. 
Data Transfer Phase
At this time, the source node S and the other intermediate nodes have many RREPs for the same RDP packet sent earlier. So, the source node S chooses the highly-reputed next-hop node for its data transfer. If two next-hop nodes have the same reputation, S will choose one of them randomly, stores its information in the sent-table as the path for its data transfer. Also, the source node will start a timer before it should receive a data acknowledgement (DACK) from the destination for this data packet. Afterwards, the chosen next-hop node will again choose the highly-reputed next-hop node from its routing table and will store its information in its sent-table as the path of this data transfer. Also, this chosen node will start a timer, before which it should receive the DACK from the destination for this data packet. This process continues till the data packet reaches the destination node D. And of course in this phase, if the data packet has originated from a low-reputed node, the packet is put back at the end of the queue of the current node. If the packet has originated from a high-reputed node, the current node sends the data packet to the next highly-reputed hop in the route discovered in the previous phase as soon as possible. Once the packet reaches its destination, the destination node D sends a signed data acknowledgement packet to the source S. The DACK traverses the same route as the data packet, but in the reverse direction.
Reputation Phase
In this phase, when an intermediate node receives a data acknowledgement packet (DACK), it retrieves the record, inserted in the data transfer phase, corresponding to this data packet then it increments the reputation of the next hop node. In addition, it deletes this data packet entry from its sent-table.
Once the DACK packet reaches node S, it deletes this entry from its sent-table and gives a recommendation of (+1) to the node that delivered the acknowledgement.
Timeout Phase
In this phase, once the timer for a given data packet expires at a node, the node retrieves the entry corresponding to this data transfer operation returned by the timer from its sent-table. Then, the node gives a negative recommendation (-2) to the next-hop node and deletes the entry from the sent-table. Later on, when the intermediate nodes' timers up to the node that dropped the packet expire, they give a negative recommendation to their next hop node and delete the entry from their sent-table.
As a consequence, all the nodes between the selfish node and the sender, including the selfish node, get a recommendation of (-2). Now, if the reputation of the next-hop node goes below the threshold (-40), the current node deactivates this node in its routing table and sends an error message RERR to the upstream nodes in the route. Then the original ARAN protocol handles it. Now, it is the responsibility of the sender to reinitiate the route discovery again. In addition, the node whose reputation value reached (-40) is now temporally weeded out of the MANET for five minutes and it later joins the network with a value of (0) so that to treat it as a newly joined node in the network.
CONCLUSION AND FUTURE DIRECTIONS
The proposed design, Reputed-ARAN, is currently being simulated with different percentages of selfish nodes to show its effectiveness in detecting and defending against authenticated selfish nodes participating in the mobile ad hoc network.
As for future work, there are many open-problems in the ad hoc networks field such as Quality of Service and power-aware routing protocols that need to be studied and researched in depth.
